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Introduction

»\Who am |?

m Senior Security Consultant — Foundstone
Professional Services

m Web Applications, Networks...
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Introduction

» Mobile Applications

m Tremendous growth in consumer and business
mobile applications

m Many new players
m Security aspects might get overlooked
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Browser Based Mobile Applications
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Installable Mobile Applications
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Intercepting Application Traffic for
Nokia S40 Series Phones




Intercepting Application Traffic for
Nokia S60 Series Phones




Proxy With Public IP Address

Phone with Application
Access Point:
Proxy Server Address:
Port Number:

Co0D

O  Public IP:
U Paros/Fiddler/Burp/Charles:

Found W1.X2.Y3.24
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Proxy On WLAN

0 Phone with Application
O WLAN Netw. Name:
0 WLAN Mode:
: SSID: PenTest
O Proxy Server Address: IP- 102 168.30 100
O Port Number: \ I
192.168.30.101
O Paros/Fiddler/Burp/Charles:
Vime—————anN
Found | '
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Proxy With One Phone

O Public IP

QO Paros/Fiddler/Burp/Charles:

| i 0 Phone with Application
/ “\ O Phone as a Modem
| | O Access Point:
W1.X2.Y3.Z4
Found O Proxy Server Address:
Professional Services A DIisioN of McAFE O Port Number:



Proxy With External Internet

Connection

Phone with Application
Access Point:

Proxy Server Address:
Port Number:

o0 OO0

O Public IP

O Paros/Fiddler/Burp/Charles:

Found W1.X2.Y3.Z4
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Mobile Traffic Interception and SSL




» Mobile applications extend traditional
network boundaries and introduce new
avenues of attack

» They often have access to sensitive
business and personal information

» They are constantly challenging and
extending their reach

» Security Is critical and should be part of
SDLC!!
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Thank You

Gursev Kalra
gursev(dot)kalra(at)foundstone(dot)com

Epund

‘essional Services A DIVISION OF McAFEE



