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Introduction

Steganography and Cryptography are two important technologies used to secure data. It has
gained major attention since Second World War. In Second World War it has been widely used to
hide and send sensitive information of military operations.
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Cryptography is art of writing secret code.
Cryptography is combination of ‘Crypto’ and
‘eraphy’ words. Crypto means ‘secret’ and
graphy means ‘art of’.

A

Steganography is the art of hiding
information in images. In Steganography,
confidential data is hidden in images to
protect it from unauthorized users.
Steganography means “covered writing” in
Greek.
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Steganography differs from cryptography in the sense that where cryptography focuses on
keeping the contents of a message secret, Steganography focuses on keeping the existence of
message secret .The strength of Steganography can thus be amplified by combining it with

Cryptography.
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Open Source Role

> Source code available

» Easy to customize, code reuse and redistributable.

» Cost Savings
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Why Python?

»  Python plays vital role in information security.

Essentials :

»  Python Image Library — Image processing Library from Python.

» EzPyCrypto - EzPyCrypto is used for cryptography.

»  Stepic - Stepic is used for Steganography




Python Image Library (PIL)

Python interpreter is having various capabilities to perform image
processing applications very efficiently.

Python, xv and the PIL package are essential packages to perform image
processing in python. xv is an interactive image display for the X windo
system.

Steps for Installation of python imaging library (PIL):

#gunzip Imaging-1.1.6.tar.gz
#tar xvf Imaging-1.1.6.tar
#cd Imaging-1.1.6

#python setup.py install
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File Edit View Terminal Tabs Help

import Image had
im = Image.open('"lena.ppm")
> im.show()
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im.resize((360,360))
im.rotate(120)
how()
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Eile Edit View Terminal Tabs Help

age.open('lena.ppm").convert("L")

B root@ localhost:~/PlL/Imaging- [#* xv 3.10a+FLmask: /tmp/tmplL El
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import ImageFilter

> out

out
out

> out

% [

im.filter(ImageFilter .DETAIL)

.show()

im.filter(ImageFilter.EMBOSS)

.show()
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> r,g,b = im

im

im.

im

im.

Image
how( )

Image
how()
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.split()
.merge("RGB", (

.merge("RGB",
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Eile dit View Terminal Tabs Help

import ImageEnhance
out = ImageEnhance.Contrast(im)
out.enhance(1.8).show("80% more contrast")

% | |8 root@localhost:~/PIL/Im|;#* 80% more contrast <unr| E
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File Edit View Terminal Tabs Help

import ImageChops

im = Image.open("lena.ppm")

out = ImageChops.invert(im)
> out.show()

| | el root@ localhost:~/PlIL/Imag xv 3.10a+FLmask: ,"‘tmp,"'tmpﬂ




'
- AN
Y

& Applications Actions & @ Sat Mov 10, 2:30 AM ¢

File Edit Miew Terminal la]
import Image,ImageDraw

im = Image.open('"lena.ppm")

draw = ImageDraw.Draw(im)
draw.ellipse((10,30) + im.size,fill1=128)
draw.line({0,0) + im.size,fill=255)

im.show()
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[root@localhost Images]# python Listingl.py Al
[root@localhost Images]#

’ xv 3.10a+FLm xv 3.10a+ FiLn'-
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What is ezPyCrypto class?

EzPyCrypto is very simple API for military-grade cryptography in Python. It encrypts and

decrypts arbitrary-sized pieces of data like strings or files. EzPyCrypto class performs public

and private key cryptography. You can use any size public key. Programming with EzPyCrypto

class is relatively simple. You can import or export public and private keys also.

#tar xvf ezPyCrypto-0.1.1.tar
#cd ezPyCrypto-0.1.1
#python setup install




Methods of ezPyCrypto Class

EzPyCrypto.key (number)-This method generates the key based on passed number.

EncString (string)-This method encrypts the data or string which is passed to the method. It uses the key
passed to above method. This method is called with key generated by ezPyCrypto.key() method.

DecString (string)-This method decrypts the data. This method is called with key generated by
ezPyCrypto.key() method. The string which we want to decrypt is passed to this method.

EncStringToAscii (string)-This method encrypts the data using the key passed to ezPyCrypto class and
stores it in ASCII format. This method is called with key generated by ezPyCrypto.key() method. The string
which we want to encrypt is passed to this method.

DecStringFromAscii (string)-This method decrypts the ASCIl format data. This method is called with key
generated by ezPyCrypto.key() method. The string which you may want to decrypt is passed to this
method.

There are also many more methods of ezPyCrypto class like signString (), verifyString (), makeNewKeys (),
importkey (), exportkey() etc.




Setup of Stepic and related packages:

To perform Steganography operation you need to use Stepic class of python. Following packages are
essential to perform Steganography operations with Stepic class.

1. Imaging-1.1.6.tar.gz

2. stepic-0.3.tar.tar

3. ezPyCrypto-0.1.1.tar

4. libpng10-1.0.42-1.fc11.i386.rpm
5.xv-3.10a-13.i386.rpm

Limitation of imaging packages are you cannot directly use show () method of python image class. This
problem can overcome with xv utility to use show () method of python image class. For that it is required
to install xv utility. Libpng10-1.0.42-1.fc11.i386.rpm and xv-3.10a-13.i386.rpm are the essential packages

to get XV utility.




Steganography in Images using Stepic class of Python

Stepic is a new Python module and command line tool. It hides arbitrary data within images. Stepic is having a
very simple behavior. Methods available in stepic class are easy to implement steganography. Stepic is having a
disadvantage. It slightly modifies the colors of pixels in the image to hide the data. These modifications are
imperceptible to humans. These minor modifications we can detect through programs.

Stepic encodes or hides text inside image and also decodes/extracts hidden text from the image. It allows
storing the text or image data within an existing image without original image being affected. Stepic has very
simple and easy implementation in python. But stepic doesn’t perform any encryption or

compression of data while hiding it inside image. For that it is required to use ezPyCrypto tool with stepic.

Here we will see how to use this stepic for image steganography.

Install python imaging library (PIL)

Steps for installation of stepic 3.0

#tar xvf stepic-0.3.tar.tar
#cd stepic-0.3
#python setup.py install




Methods of stepic class

Encode (string) - This method hides data inside image. This method is called with
steganographer object. We can call this method directly by using stepic class.

stepic.steganographer ( ) — It creates image object which is ready for undergoing
steganography.

decode ()-It extracts data from images. This method is also called with steganographer object

Open (), save (), show () methods from image class of python are compatible with stepic
class. After installation of stepic now you can develop your steganography application.




Encode or hide data inside an image

Import Image and stepic classes -

>>> import Image
>>> import stepic

Open an image in which you want to hide the data -

>>> im=Image.open ("lena.jpg")

Create steganographer object

>>> s = stepic.Steganographer(im)

You may get deprecation warning during steganographer call method at first time.

Use steganographer object to encode the data in some another object -
>>> iml=s.encode("This is the hidden text")

Save the data inside the image -

>>>im1l.save ("stegolena.jpg",'JPFG')
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File Edit View Terminal Tabs Help
[root@localhost ~]# python
Python 2.5 (r25:51908, Apr 10 2007, 10:29:13)

[GCC 4.1.2 20070403 (Red Hat 4.1.2-8)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import Image

>>> import stepic

>>> im=Image.open("lena.jpg")

>>> s=stepic.Steganographer(im)

~_main_ :1: DeprecationWarning: Steganographer class is deprecated, and will be removed bef
ore 1.0

>>> s=stepic.Steganographer(im)

>>> iml=s.encode("This is the hidden text")

>>> iml.save("stegolena.jpg", 'IPEG')

>>> im2=Image.open("stegolena.jpg")

>>> im2.show() R 3L R

>>>

-
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= root@localhost:~

File Edit View Terminal Tabs Help

[root@localhost ~]# python
Python 2.5 (r25:51908, Apr 10 2007, 10:29:13)
[GCC 4.1.2 20070403 (Red Hat 4.1.2-8)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import Image

>>> import stepic

>>> im=Image.open("lena.jpg")
>>> s=stepic.Steganographer(im)

~_main__ :1: DeprecationWarning: Steganographer class is deprecated
ore 1.0 (7 xv. 3-1..[@.

>>> s=stepic.Steganographer(im)

>>> iml=s.encode("This is the hidden text")
>>> iml.save("stegolena.jpg", 'IJPEG"')

>>> im2=Image.open("stegolena.jpg")

>>> im2.show()

Mxv 3.1 - |0X

>>> im.show()
>>> im2.show()
>>> im2.show()
>>> im.show()
>>>

ill be removed bef

-




Here, Instead of every time creating Steaganographer class instance, you can
use stepic.encode() method directly for hiding the data.

>>> import Image

>>> import stepic

>>> im=Image.open("lena.jpg")

>>> im2=stepic.encode(im, ‘This is the hidden text’)

>>> im2.save('stegolena.jpg','JPEG')




Decoding or extracting hidden data from an Image

1.Use decode () function for decoding or extracting data from image.

>>> iml1=Image.open(“stegolena.jpg”)
>>> s=stepic.decode(im1l)
>>> data=s.decode()

2.Print the data
>>> print data
This is the hidden text




Combine ezPyCrypto with stepic class to hide encrypted data inside images

Instead of hiding plain data inside images, if you encrypt that data with some key and
hide it inside image then that is more secure.

As stepic doesn’t support encryption or compression of data while hiding it inside images, you
can use ezPyCrypto tool of python along with stepic class for hiding encrypted data inside images

to obtain more security.

EzPyCrypto is the more powerful tool that we can combine with stepic. Other cryptography
algorithm classes like md5, bz2 cannot work with stepic.

Stepic class hides data in ASCII format. So after encrypting data you have to convert it to ASCII
format. You can use encStringToAscii () and encStringFromAscii() methods with stepic class to
convert this data in ASCIl format.




Encode or Hide Encrypted message inside image

1. Import Image, stepic and ezPyCrypto class in python
>>> import Image
>>> import stepic
>>> import ezPyCrypto

2. Now open an image in which you want to hide data
>>> im=Image.open("lena.jpg")

3. Create a key that you want to use for cryptography
>>>k=ezPyCrypto.key(2048)

4. Using key message is encrypted to ASCII format. This is shown in Figure 3 where actual data is
encrypted.
>>>enc=k.encStringToAscii(“This is the hidden text”)
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File Edit View Terminal Tabs Help

root 3:37 PM af3)

[root@compl03 ~]# python

Python 2.5 (r25:51908, Apr 10 2007, 10:29:13)
[GCC 4.1.2 20070403 (Red Hat 4.1.2-8)] on linux2
Type "help", "copyright", "credits" or "license"
>>> import Image

>>> import stepic

>>> import ezPyCrypto

>>> im=Image.open("lena.jpg")

>>> str="This is the hidden text"

>>> k=ezPyCrypto.key(2048)

>>> enc=k.encStringToAscii(str)

>>>

for more information.

Il



Display encrypted data

€D Applications Places System @& 8\EA & root 3:37 PM )
IC root@complO3:~ TS|

File Edit View Terminal Tabs Help

Type "help", "copyright", "credits" or "license" for more information. =
>>> import Image

>>> import stepic

>>> import ezPyCrypto

>>> im=Image.open("lena.jpg")

>>> str="This is the hidden text"

>>> k=ezPyCrypto.key(2048)

>>> enc=k.encStringToAscii(str)

>>> print enc

<StartPycryptoMessage>
tQIoVQNSUOFXAChjQ3J5cHRVLIB1YmxpYOtleS5SUOEKULNBb2IgX2MKcQFvcQJ9cQQoVQF1cQVM
NjU1IMzdMCLUBbNEGTDIwWODM4NZzK2NDY3MTkyODAZNTMINDQOMTA4MzQ1NzUON]jk1MzgzMTU20DUZ
Mj gONDEXNTAyNzgwMj IwWMTUXNZzUS0DI10TUGONj Y2MDKwMTE4MZzYWOTAWMTcONZzYZz0Dc5M] IzMjAw
NTMyODEINTE40TE2MDYZzNjI20Tg20TczNTQ5MTg30DIwMzU4ANTYINTKONDKOMTM1IMTKOOTQWNTE3
OTIWMTgwNDk2MzK50TYZMTUwWMDMwM]j c2MTczMzQxMTE4MzIwMzc4MjUS5NzY3MDk40DAwWM] Y1INDEzZ
ODEzNTc3NTM3MDYyOTYXNDc2Mzc1MjUyMzESNDk2MjM1NjAyNDUwNzgOODg2NzEWNTY20TkzNjAS5
OTY1NzYONDU5MTgzMzg3MDI5NzM4NzQ2NTA40DQ10TUZODcXxNzkxNzg20DU2Nj Y5SMDKOMDASM] cw
NzE4NzY3NzAXOTM3NzkzMTISNDcwNTAzMzYXMDkOM]j I2MjgyMzgONjEOOTMZzOTA3NTY1MzkwNDA3
ODAONTMIMDEXNTUxMzgzMDQ3Nj k1IMDIwODKyYMDQONj cxNjQxNzg2NTI3MDUwN]jMzMTUSMzE4NjU2
NDQWNTAWMDQ10DczMTgyNDMzMj A4NjA30DQOMTK1INjUwNTk40DUYyM]jE2N]jYOMj IyMTY3MTgyNDUy
OTI4NjY1INzI2NjQ2Mjk5NTY3NDES0DY4NTgOM]jIzMzUXMTg2Mjg1lNzQ2MDkzNDg10DM5N]jg2MzI3
NDgxXMDc5NDE3MzE3MzM2NzQxXMTUONTU2NTUIMZIONTYwOTg40Tc1M]jY5M]j YXMDAYODIXNTg2NzMz
MzgzTAplYnRxBy4DAQEAAW4C5Fy4ZTHAqXLX//4DBcH6FL2Lrjte6HzPf550Vbdql6aW4EZ8TeZ6
pPMLAHK3hyyeTFGTEVroXM8104ck72GLIo9P14hhIegNj1Dcr6L6sj+X0ZQoGlSgMBSM+ZQmttyQo
yMDSWJinUodE7wqTA74p7RC4g09b5u8bbe1231i6j fL+ERK3Wkngk4uzdhKlYna2aSxbmAKu0j TOU
cxs4wevsCTLhKONMKxj3LIbjJX1l1leDtw+izeBs/VogHnW5KQw2nqpv/aCKLbpvWaVxfcl4I/ieiV
r7B+wleQepxLJ7SoAntggaDN6QuNgix/wHILx0/zxBGaROquaO+IKkStJU1oDAQEAAZKmOTLKXS37
QVA3I4WIQPL9curFPG2u3ePKo9fL2KYJjpWV+qdNKcVOFGBMckZAHCI1+WLZ]jzAGFzhZ1Z1ASC3M
4pA7LOE4+XTf9Mearqcvuys0xel5wZOTatGLGNn9SESRNX/22bD+/IG3AZo/AvYYLkdAyNUoc7axFZ
riKghColEt+e92q+V2a0YAwIT5Xnbs3+SkV9g8g9mK962DTJ/FmX5xewDF80zm843WTbOTKk50uc
kkrlbzX04t6JXkbgATYBlIJwKTandSUoSdkj r+Q5q9aT1lw/EE95T1rmACOC1Ke7CNXB4SNM32H+yS
mwWbwIOgMMWqcB+ETfB5HX+HZoK8EDAQEAAXYKXCmKML3WvVCbhjpgEV9iw]jXShh9JZVIvkTLACk43n
03ZoImxDpn96TCTEMo0oC60YdcLT3tFLWu4GOPgPHoh+1ZYcXZJho3X376a438TpelA22JRPNXTkJ
ETa7EPVZP7kmsD9JgGysnbv3rIYHFkZtQHHE30Hol/AKY5r31ddTEtehRmaPb7DAT5zTR1aYOWOL
+NcK+VFgoUQpTy6JVL72yQv2BVFPYjncwKW8R81Rv1GhGMIAr6XU7RSI+pLKkGVZeFKqIczYMHO]5
5BSQfQiRzpiSnZBE3bmgGhaaXMvxeSss5U88w3mKjJA6k+hTfGQ3StCoBoKxu660fWOfd7cQIct3s |
RU9D1koIs5YTIONVQpQHT6r8cI4Tml4=

<EndPycryptoMessage>

>>> D 1
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Hide encrypted message inside image -

>>>im1=stepic.encode(enc)

Save this image with new name and show this new image -

>>>im1l.save(“stegolena.jpg”,’JPEG’)

€2 Applications Places System &
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File Edit View Terminal Tabs Help

root 3:41 PM af}3)

[root@complO3 —1# python

Python 2.5 (r25:51908, Apr 10 2007, 10:29:13)

[GCC 4.1.2 20070403 (Red Hat 4.1.2-8)]1 on linux2

Type "help”, “"copyright", “"credits"” or "license"” for more information.

>>> dimport Image

>>> import stepic

=>>> import ezPyCrypto

>=>> im=Image.open(”"lena.jpg”)

>>> str="This is the hidden text"

=>>> k=ezPyCrypto.key(2048)

>>> enc=k.encStringToAscii(str)

>>> print enc

<=StartPycryptoMessage>
TQIOVOQNSUOFxAChjQ3J5cHRVLIB1LYmMXpYOtleS5SUOEKULNBb2IgX2MKcQFvcQJ9cQQoVQFlLcQvVM
NjUIlMzdMCLUBbNEGTDIWODMANZK2NDY3MTKyODAZNTM1INDQOMTA4MZzQ1INZUONjK1M=zgzMTU20DUZ
MijgONDEXNTAYNZgwMj IwMTUXNZUSODI1IOTUGON Y2MDKWwMTE4AMZYWOTAWMTcONZYZODc5Mj IzMjAw
NTMyODEINTE4OTE2MDYzNJj I20Tg20TczNTQ5MTg30DIWMZUANTY1INTKONDKOMTM1IMTKOOTQWNTES
OTIWMTgwNDK2Z2MzK50TYZMTUWwMDMwWMj c2MTczMzQXxXMTE4AMZzIwMZzZc4MjUSNzY3MDK40ODAWM]j Y1INDEZ
ODEZNTc3NTM3MDYyYyOTYXNDc2Mzc1IMjUyMZzESNDK2MjMIN]J AYNDUwWwNZgOODg2NZzEWNTY20TkzNjAS
OTY1INzZzYONDUSMTgzMzg3MDISNzZzMANZQ2NTA40DQ10TUZODcxNzkxNzg20DU2Nj YSMDKOMDASM]j cw
NZzE4ANzZY3NzAXOTM3NzZzKZMTISNDcwWNTAZMZYXMDKOM]j I2ZMjgyMzgONjEQOTMZzOTASNTY 1MzkwNDAS3
ODAONTMIMDEXNTUxMzgzMDQ3NjK1IMDIWODKYMDQONJjcxNjQxNzg2NTI3SMDUWwNjMzMTUSM=zE4NjU2
NDQWNTAWMDQ10DczMTgyNDMzMjA4NjA30DQOMTKING UwNTK40DUYMjE2N]j YOM] IyMTY3MTgyNDUy
OTI4ANFY1INzZI2NjQ2MjkS5NTY3NDESODY4ANTgOM] IzMzUXxMTg2MjglNZzQ2MDkzNDg10DMS5Njg2M=zI3
NDgxMDcSNDE3MzE3MzM2NZQxMTUONTUZ2NTUIMZIONTYWOTg40Tc1lMjY5M]j YXMDAYODIXNTg2NZzM=
MzgzTAplYNRxBy4DAQEAAWACSFy4ZTHAQXLX//4DBcHG6FL2Lrj te6HzPTf550VbdqJl6aw4EZ8TeZ6
PMLAHK3hyyeTFGTEVIroXM8104ck72GLIo9P14hhIegNjl1Dcr6L6sj+X0ZQoGlSgMBSm+ZQmttyQoO
YMDSWIinUodE7wqTA74p7RC4g09b5u8bbel23i6j fL+ERK3Wkngk4uzdhKlYna2aSxbmAKuOj TOU
cxs4wevsCTLhKONMKxj3LIbjJXlleDtw+izeBs/VogHNW5KQw2ngpv/aCKLbpvWaVxfcl4aI/ieiV
r7B+wleQepxLIJ7SoAntggaDN6QuNgix/wHILXx0O/zxBGaROquaO+IKkStIJUl1loDAQEAAZKMO FLKXS37
QVA3STIAWIgPLO9curFPG2u3ePKo9TL2KYJjpWV+gdNKcVIOFGBMcKZAHCI1+WLZ]j zAGFzhZ1Z1ASC3M
ApA7LOE4+XTOMeargqcvuysOxel5wZOTatGLGNI9SESRNX/22bD+/IG3AZo/AvYYLKdAyNUoc7axFZ
riKghCoOlETt+e92g+V2a0OYAwWIOT5XnNbs3+SkV9g8g9mKO62DTI/FmX5xewDF80zm843WTbOTKK50uc
KkribZX04t6IJXKkbgATYBlIJwKTandSUoSdk]j r+05g9aTlw/EE9S5T1rmACOC1Ke7CNXB4SNM32H+yS
mWbwIOgMMWqgcB+ETBSHX+HZoKS8EDAQEAAXYKXCmKML3WVvVCb]jpgEV9iwjXShh9JZVIvkTlLACK43n
O3 ZoImxDpN96TCTEMOOC60YdcCcLT3TFLWU4GOPgPHOh+1ZYcXZIJho3X376a438TpelA22IJRPNXTkKJ
ETa7EPVZP7kmsD9JgGysnbv3rIYHFKZTtQHHE3OHOL/AKYS5r31ddTEtehRmaPb7DAT5zTR1aYOwWoOL
+NcK+VFgoUQpTy6JVL72yQv2BvFPYJjNncwKW8R8B81RV1IGhGMOAr6XU7RSI+pLkKGVZeFKgIczYMHO]J5
S5BSQfQiRzpiSnZBE3bmgGhaaXMvxeSss5U88w3mKjJAG6k+hTfGQ3StCoBoKxu660fWOfd7cQIct3s
RUSD1lLKkoISSYTIONVgpQHTG6r8cl4Tmla=

<EndPycryptoMessage=>

>>> iml=stepic.encode(im,enc)

>>> iml.save("stegolena.jpg", " 'JPEG")
>>> im.show("lena")

>>> iml.show("stego")

===




//Decode/extract/decrypt encrypted messages Program.

>>> import Image

>>> import stepic

>>> import ezPyCrypto

>>> im=Image.open("stegolena.jpg")

>>> data=stepic.decode(im) //Extract data from image
>>>k=ezPyCrypto(2048) //Create key (key should be same as key used at the time of encryption)

>>> dec=k.decStringFromAscii(data) //Decrypt the message using the key
>>>print dec //Print the message
This is the hidden text
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[root@complO3 ~]# python

Python 2.5 (r25:51908, Apr 10 2007, 10:29:13)
[GCC 4.1.2 20070403 (Red Hat 4.1.2-8)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>> import Image

>>> import stepic

>>> import ezPyCrypto

>>> im=Image.open("lena.jpg")

>>> str="This is the hidden text"

>>> k=ezPyCrypto.key(2048)

>>> enc=k.encStringToAscii(str)

>>> im2=stepic.encode(im,enc)

>>> im2.save("stegolena.jpg", 'JPEG")

>>> s=stepic.decode(im2)

>>> data=s.decode()

>>> dec=k.decStringFromAscii(data)

>>> print dec

This is the hidden text

>>>




Now display data which is extracted from the
image then it will displayed in encoded form

as shown in Figure . To crack this encoded text
you need to have a key that is used at the time
of encryption of the message.
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E root@complO3:~

File Edit View Terminal Tabs Help
[GCC 4.1.2 20070403 (Red Hat 4.1.2-8)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import Image

>>> import stepic

>>> import ezPyCrypto

>>> im=Image.open("lena.jpg")

>>> str="This is the hidden text"

>>> k=ezPyCrypto.key(2048)

>>> enc=k.encStringToAscii(str)

>>> im2=stepic.encode(im,enc)

>>> im2.save("stegolena.jpg", 'JPEG")

>>> s=stepic.decode(im2)

>>> data=s.decode()

>>> dec=k.decStringFromAscii(data)

>>> print dec

This is the hidden text

>>> print data

<StartPycryptoMessage>
tQIoVQNSUOFXAChjQ3J5cHRVLIB1lYmxpYOt1leS5SUOEKULNBb2IgX2MKcQFvcQJ9cQQoVQF1cQVM
NjU1MzdMC1lUBbnEGTDIwWODQ2MjMwOTgyMTk2NjUOOTI1IMDIwOTcxODMzNDY30DYyNjgzMDc5NTIO
OTE40DAWNDE40ODUSMTA3NTY20Tg1MTA3NDMzNzYOODI40DKk5Mzc1IMTY4MjEYyMjgzNjI1IMTYzNjgz
OTg4NDc1MDAONjA1INjczMDE2Mzk1MDE20Dg4NTcyNTKk2MTQ1IMTk4MjIyNzI30DczOTMyODUX0ODcO
Mjc2NjgOMTUyNDcyMDk3MDMANTA3M]j IyNzAOODI4MTQ40TIOMDYXMDM1INjU4NTQ3Mzc2Nzg1lMTEyY
MjEOOTA3NTMyMzUwNzEwNzAwWNDEZzMj kSODM4NzM10Tk5MjA30TkxMTg2MDg3NzgwNzE4Nzk5MDAzZ
NjUOMTY40TKkwMTc4MDIXNzc3MDY2NTg4Mzg40Dc5NDk3MTc4NTISNDKONTUSMzU4Mj EyMzE4NzA3
MDU2MzISMDY4NTASMDIyMjcONzc4MDI40Tk5NzYwM]j IXNjASMjM1IMTKSNDE20DI3NDkzMj k2NZzES
ODc2MjgONzEwWNDAOMTc4MTMAMDYyYyNzc4NzU3NDc2NjQ5MjMxNj IXNDQyMTc50TczMDUINTK1IMjgl
NzUyMDg1MTkwMDUINTMzMDc5Mj gxODM1MjgzNDE1MzUxXxODE3NjI2NzQ3NDE3NjUzMjEyNTc30TQO
MDgxNzA3NDQ2NzQxMzgwODExXNjMx0ODgyODE2MzI2MDA4MDY1Nzk3Mj k5Mj E4ANDE2Nj K1IMTM4NjI2
Njk50TUzNjExXNjg1lNzc40TAXMDMONTEzOTI1IMDQ4MDkzMTUOMDAXN]jY50DY4Nzk5NzYxMzUzMDM4
OTIXTAplYnRxBy4DAQEAAQ8SJIOpPpTAVENMOkznanfSAR43Tb1ltLIIJWzo5yUIkzHOSYEq2p4yPc6Zv
CUVRZYMF2iAKIL2thEeEbsJknk4nuC/EqyRubzC8ZkaoiAGwh3vTiQVqztUbES5r+Wtx5v3qWnjEt
ykGg7sXNoMXMt3yV+bkei3FGx3FATGTALUwe6YgtoBWLl/cyDYloalCIKkxECW79+WEUWUPTfN8vmIY
JgksHVOWiW+nN+CKYebu®ahaH/jyMSg9ZglMIy6S330VVy5/nYwCs jmXqG47 fJAPW5y1G00Joads
a201sKOCR7A/vvAXQjFIqj5ivfhQS4RZy84+hmfKvuQvAHVnsvarUuqr/1IDAQEAAVApZwWWNK/dW
+S+klYsOhTYFCwai8T9jTeaO0dVB6gC2Pq70IPpCWkYBw4GFMY f3EyalIxgMC489nDGjPM39ml1z21Z
2FwtI3NiWvOZZYqMKY/rOozWKfYDvyTR/vX1f+pf3r+0xq/1WyAq31cbBkHzOFenaWOEjYFgqtl6I
MCpEs/Al5CWUWuUCSAt6iapmtWOm4Qhk5gqHzQHXxI+ny9/g4MJ03Ci2aXCYVb1lhXwj1RmiiWsEY9S/
46hIYdtCWFnv8sJaxf8tUK4Y8nxcjnj53wWd3U6tC+6ggxW6W+s0OYUB6kx+B6sD8x084Y1/M3/xBi
2g3uVCCIBOPjN5sZ1SbGUBMgRWODAQEAARWVMEW2TiBBtm8yigNsY87y18QwkUyPPwDs7IeGOfUp
h54LsSP25S0JQXw7ad4uo8xaMBvI+igmJ9msg7yWaFAWh3d3tEd9vNw/3JIplT/305UEsmNYniBSZL0O
08b9q05Q1bnzCIFSW50ER81LtPGkPUYZMVoLnyxBQkItxa+NGQ2UYvQaqfO1l01lx/ugZPvFOAOUSNC
1i81sKFyxyPsSdBqlLr/90i9v636wUTIXauoVeSC7QptHwvgX1d1lo9334XfKLvzO5Gwpo45PoSboc
FflgUSwK6/7AEg+9QH8+2Tj T2EKKKucWB3/0wWtKuRTfpPkdhUTQa9tUYNB4Ff71HPt4ssYOI81lvt
Xfaaj rwIWL4AUmVslyLkHYI6EB9VRdDA=

<EndPycryptoMessage>

>>> []




Here secret key cryptography has been demonstrated. Same
key is used at receiver and sender side. Similarly you can use

public key cryptography using ezPyCrypto tool that is one
common public key for encryption but different keys for
decryption. EzPyCrypto is also useful to add digital signatures
inside the image.




Summary

Stepic provides additional security by hiding the message inside images. You can encrypt

the messages using ezPyCrypto tool and hide it inside image. This will be additional layer of
security for the confidential data.

Enjoy the power of Stepic with ezPyCrypto!
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