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About me

Ç Security analyst.

Ç Contributing writer -άLinuxJournalέΣέ LFYέΣ ά[ƛƴǳȄҌέ magazines. 

Ç Authored several research papers on RFID, Image processing and Linux security. 

Ç Co-author -άSecurity in Computingέ κ tŜŀǊǎƻƴ 9ŘǳŎŀǘƛƻƴ ώнлмлϐΦ

Ç Over 175workshops across the globe to promote Linux and Open Source. 

Ç Frequent speaker at prominent industry forums and conferences,  has delivered noted 
sessions at Universiti Sains Malaysia; OSSPAC'09(Open source Singapore Pacific Asia 
Conference), Singapore and at INTEROP2009, Mumbai. 
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Crypto-steganography Overview

OpenSourcerole

Pythonto achieveSecurity

Promotion of Open Source technologies to secure data! 
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Introduction
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Steganographyand Cryptographyare two important technologiesused to secure data. It has
gainedmajor attention sinceSecondWorld War. In SecondWorld War it hasbeenwidely usedto
hideandsendsensitiveinformationof military operations.

Cryptographyis art of writing secret code.
Cryptographyis combinationof Ψ/ǊȅǇǘƻΩand
ΨƎǊŀǇƘȅΩwords. Crypto meansΨǎŜŎǊŜǘΩand
graphymeansΨŀǊǘƻŦΩ.

Steganography is the art of hiding
information in images. In Steganography,
confidential data is hidden in images to
protect it from unauthorized users.
SteganographymeansάŎƻǾŜǊŜŘǿǊƛǘƛƴƎέin
Greek.

Steganography differs from cryptography in the sense that where cryptography focuses on 
keeping the contents of a message secret, Steganography focuses on keeping the existence of 
message secret .The strength of Steganography can thus be amplified by combining it with 
Cryptography.
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Open Source Role
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üSource code available 

üEasy to customize , code reuse and redistributable.

üCost Savings
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Why Python?
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ü PythonImageLibrary ςImage processing Library  from Python.

ü EzPyCrypto  - EzPyCrypto is used for cryptography.

ü Stepic - Stepic is used for Steganography

Essentials :

ü Python plays vital role in information security. 



Python Image Library (PIL)

Å Python interpreter is having various capabilities to perform image
processingapplicationsveryefficiently.

Å Python, xv and the PILpackageare essentialpackagesto perform image
processingin python. xv is an interactive imagedisplayfor the X window
system.
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Å Stepsfor Installationof pythonimaginglibrary (PIL):

Å #gunzipImaging-1.1.6.tar.gz
Å #tar xvf Imaging-1.1.6.tar
Å #cdImaging-1.1.6
Å #pythonsetup.py install
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